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SCHEDULE 1 - GLOUCESTERSHIRE SPECIFIC INFORMATION SHARING AGREEMENT
Introduction
The Specific Information Sharing Agreement (SISA) is used to outline the specific requirements of the data sharing arrangements under the overarching data sharing protocol known as the Gloucestershire Information Sharing Partnership Agreement. 
This Specific Information Sharing Agreement and the organisations involved will be bound to all requirements, Terms and Conditions of the overarching data sharing protocol for the duration of this agreement.
All parties involved must have registered their commitment to the principles and agreed to the terms and Conditions of the overarching data sharing protocol in writing by completing the Appendix and returning it to DPO@gloucestershire.gov.uk 

	Commencement Date:
	End Date: 

	
	



Parties to this Agreement
{Insert organisation Name} whose registered office is at {Insert address} 
{Insert organisation Name} whose registered office is at {Insert address} 
(add more rows as required)
(Each one ‘a Party’ or together ‘the Parties’)
[bookmark: _Ref123903503]Agreed Purpose
This Specific Information Sharing Agreement (SISA) sets out the details for the sharing of Personal Data when one Controller (Data Discloser) discloses Personal Data to another Controller (the Data Receiver). This is used in conjunction with the overarching data sharing protocol (GISPA) that defines the principles and procedures that the Parties shall adhere to and the responsibilities the parties owe to each other.
[bookmark: _Ref123902363]The Parties consider this data sharing necessary to fulfil their responsibilities to {project name/appropriate guidance or legislation}
[bookmark: _Ref123902270]The Parties agree to only Process Shared Personal Data, as described in clause 3.1, clause 3.2 and the Appendix for the following purposes:
(Insert purposes – this should include any processing activities undertaken by Processor(s))
The Parties shall not Process Shared Personal Data in a way that is incompatible with the purposes described in this clause 2 (Agreed Purpose). Where shared Personal Data has been de-identified or pseudonymised the Parties shall not attempt to re-identify individuals or undo or reverse any pseudonymisation.
It may in some circumstances occur that the Data Receiver transfers its Personal Data to the Data Discloser in which case the terms of this Agreement shall apply as if, in relation to such Personal Data, the Data Receiver were the data discloser, and the Data Discloser were the data receiver.
Shared Personal Data
[bookmark: _Ref123902190]The following types of Personal Data will be shared between the Parties during the Term of this Agreement:
[Insert personal data]
[bookmark: _Ref123902205]The following types of Special Categories of Personal Data will be shared between the Parties during the Term of this agreement:
[Insert special category data]
Further detail on the Shared Personal Data as described in clause 3.1, and clause 3.2, is set out in the Appendix together with any access and processing restrictions as agreed and established by the Parties.
The Shared Personal Data must not be irrelevant or excessive with regard to the Agreed Purposes.
Lawfulness and Transparency of Processing
[bookmark: _Ref123902235]Each Party shall ensure that it processes the Shared Personal Data fairly, transparently, and lawfully during the Term of this Agreement
Each Party agrees that the legitimate grounds under the Data Protection Legislation for the processing of Shared Personal Data are:
Article 6 – Processing of Personal Data [Delete as appropriate]
the Data Subject has given consent to the processing of their Personal Data
processing is necessary for the performance of a contract to which the Data Subject is party or in order to take steps at the request of the Data Subject prior to entering into a contract;
processing is necessary for compliance with a legal obligation to which the Controller is subject;
processing is necessary in order to protect the vital interests of the Data Subject or of another natural person;
processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the Controller
processing is necessary for the purposes of the legitimate interests pursued by the Controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the Data Subject which require protection of Personal Data, in particular where the Data Subject is a child
Article 9 – Processing of Special Category Data [Delete as appropriate]
the Data Subject has given explicit consent 
processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the Controller or of the Data Subject in the field of employment and social security and social protection law in so far as it is authorised by UK law 
processing is necessary to protect the vital interests of the Data Subject or of another natural person where the Data Subject is physically or legally incapable of giving consent;
processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the Personal Data are not disclosed outside that body without the consent of the Data Subjects
processing relates to Personal Data which are manifestly made public by the Data Subject;
processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity;
Processing is necessary for reasons of substantial public interest
processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services 
processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, 
processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) 
Article 10 Processing of Personal Data relating to criminal convictions and offences [If no Criminal Conviction Data - Delete as appropriate] 
processing shall be carried out under the control of Official Authority or when the processing is authorised by UK law and the appropriate safeguards are in place. (See Schedule 1 DPA) 
Data Protection Act 2018 - Schedule 1 DPA conditions [Please note: if you are processing Special Category Information or criminal convictions or offence personal data you will need to identify the appropriate condition in Schedule 1 DPA 18 that allows you to do this. Please include all relevant conditions here]
[Enter Conditions here]
Data protection Act 2018, Exemptions from the UK GDPR - Schedule 2,3,4 [Please note: if you wish to apply exemptions to the processing under the Data Protection Act 2018. Please include all relevant details here otherwise please delete this section – Delete as appropriate]
[Enter Exemptions here]
The NHS National Data Opt-Out does / does not apply to the agreed sharing of data [Delete as appropriate]
Law Enforcement Processing - Part 3 DPA 2018 [Delete as appropriate]
[Please state which party to the agreement is a Competent Authority under Part 3 DPA 2018 and is processing the Shared Personal Data under Part 3.] 
Compliance with Common Law Duty of Confidentiality [Delete as appropriate]
Consent [please also explain if this is implied or explicit]
Statutory Gateway [please explain which Statutory Gateway is being used and how this sets aside the Common Law Duty of Confidentiality]
Human Rights Act Article 8 Right to Privacy [Delete as appropriate]
[If interference with Human Right to Privacy, please explain how it is necessary and proportionate to interfere and how this outweighs Article 8]
The Parties agree that the data shall be processed fairly and transparently by [Delete as appropriate]:
Providing an up to date Privacy Policy/Privacy Notice to Data Subjects
Signage/Information Leaflets provided to Data Subjects
Other [please specify and append]
Data Quality
The Data Discloser shall take all reasonable steps to ensure that before the Commencement Date, Shared Personal Data are accurate and that it has appropriate internal procedures in place for the Data Receiver to sample Shared Personal Data prior to the Commencement Date and it will update the same if required prior to transferring the Shared Personal Data.
Shared Personal Data must be limited to the Personal Data described in clause 3.1 and clause 3.2 and the Appendix of this Agreement.
Data Retention and Deletion
The Data Receiver shall not retain or process Shared Personal Data for longer than is necessary to carry out the Agreed Purposes.
Notwithstanding clause 4.1, Parties shall continue to retain Shared Personal Data in accordance with any statutory or professional retention periods applicable in their respective areas of work and profession.
The Data Receiver shall ensure that any Shared Personal Data are returned to the Data Discloser or securely destroyed in the following circumstances:
on termination of the Agreement;
on expiry of the Term of the Agreement;
once processing of the Shared Personal Data is no longer necessary for the purposes it was originally shared for, as set out in clause 2.3.
Notification of Data Subject Requests and Personal Data Breaches 
Where one of the Parties receives a request by any Data Subject to exercise any of their rights under the Data Protection Legislation in relation to the Shared Personal Data provided to it another Party, the receiver of that request shall:
promptly, and in any event within five (5) Working Days of receipt of the request or correspondence, inform the other Party that it has received a request and shall forward such request or correspondence to the Party; and
provide any information and/or assistance as reasonably requested by the Party in respect of the request,to help it respond to the request in the timeframes specified by Data Protection Legislation.
The Parties shallpromptly notify one another upon becoming aware of any Personal Data Breach relating to the Shared Personal Data and shall: 
do all such things as reasonably necessary to assist in mitigating the effects of the Personal Data Breach; 
implement any measures necessary to restore the security of any compromised Shared Personal Data; 
work with each other to make any required notifications to the Information Commissioner’s Office and affected Data Subjects in accordance with the Data Protection Legislation (including the timeframes set out therein); and
not do anything which may damage the reputation of the Parties to this agreement or their relationships with the relevant Data Subjects, save as required by Law. 
Where a Party identifies that Shared Personal Data is inaccurate, either by the Disclosing Party after Sharing, or by the Receiving Party on receipt, the Parties shall notify the Data Discloser or Data Receiver respectively as soon as possible but no later than 3 working days after identification and;
Work collaboratively to rectify the inaccurate data and establish any impact to the processing activities or the rights and freedoms of the concerned Data Subjects
Work collaboratively to assess the risks associated with the inaccurate data and assist the other Party in identifying this;
The Discloser of the inaccurate data shall identify where the inaccuracy originated and take the necessary action to prevent future occurrences. 
Variation
No variation of this Agreement shall be effective unless it is in writing and signed by the Parties (or their authorised representatives). 
Review
The parties shall review the effectiveness of this data sharing initiative every [insert time frame], having consideration to the aims and purposes set out in clause 2.2 and clause 2.3. The Parties shall continue, amend, or terminate the Agreement depending on the outcome of this review.
The review of the effectiveness of the data sharing initiative will involve:
assessing whether the purposes for which the Shared Personal Data is being processed are still the ones listed in this Agreement;
assessing whether the Shared Personal Data is still as listed in clause 3.1 and clause 3.2 of this Agreement;
assessing whether the legal framework governing data quality, retention, and Data Subjects' rights are being complied with; and
assessing whether Personal Data Breaches involving the Shared Personal Data have been handled in accordance with this Agreement and the applicable legal framework.
If the Constabulary are party to this agreement to satisfy MOPI requirements this agreement will be reviewed annually.
Supplementary Documents
This agreement is to be supplemented by appropriate supporting documents, append the following documents to this agreement as appropriate for the processing activity. Please note, for Joint Controller Agreements, you must include a Roles and Responsibilities document]
Information Transfer Procedure, including detailed security arrangements
Information Risk Assessment
Data Protection Privacy Impact Assessment
Retention Schedule entries applicable to the processing
Information Flow Map
Information for Subjects including signs, Leaflets, Privacy Notice Clauses 
Approved Processors/Sub-Processors
Roles and Responsibilities of the Joint Controllers [required for all Joint Controller Agreements]
Point of Contact for Each Party
	[bookmark: _Hlk184994200]
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	Contact Details

	Party 1 -
(This will be the person who is the lead for the agreement.)  
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Signatories
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	Signature
	Date

	Party 1 -
	
	
	
	

	Party 2 -
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Appendix – Additional information on Shared Personal Data and agreed Processing Restrictions
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