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0. INTRODUCTION
Sharing Personal Data is essential for delivering effective and efficient public services that meet the needs of the community and safeguard the individual. Whether this for Health and Social Care, the prevention and detection of crime or protecting public money, public sector service providers are governed by legislation that reinforces the need to share data to carry out their statutory and discretionary functions.
The purpose of the Gloucestershire Information Sharing Partnership Agreement (GISPA) is to enable organisations providing public services concerned with the safeguarding, welfare and protection of the wider public to share relevant, minimum and appropriate personal data between them in a lawful, safe and informed way.
AIMS AND OBJECTIVES
The GISPA aims to assist compliance with statutory and legislative requirements for disclosing Personal Data including the UK General Data Protection Regulation (UK GDPR), the Data Protection Act 2018, the Human Rights Act 1998, the Privacy and Electronic Communications Regulations 2003 (PECR), the Regulation of Investigatory Powers Act 2000 (RIPA) and with the common law duty of confidentiality. It also enables compliance with the Information Commissioner’s statutory Data Sharing Code of Practice.
The main objectives are:
to promote the lawful sharing of information between organisations for the provisions of public services in Gloucestershire
to promote a more joined up approach to services provided in Gloucestershire by ensuring access to the right information in an efficient, appropriate, and lawful manner.
to assist organisations to meet their regulatory requirements and;
to support a process which will implement, govern, monitor, and review information flows.
SCOPE
[bookmark: _Ref123901591]The conditions, obligations and requirements set out in this agreement and supporting documentation will apply to all appropriate staff, agency workers, volunteers and others working on behalf of the participating organisations including their partners, agents, and sub-contractors.
[bookmark: _Ref123901599]The protocol applies to all Personal Data handled by the participating organisations including but not limited to information held on manual records and information processed electronically.
There are three broad categories of information relating to personal data that organisations may share without the need for protocols or agreements.
Directly Identifiable Personal Data
De-identified Anonymised Information Including Aggregated (Statistical) Information
Extra consideration should be given to other datasets that maybe held by participating organisations. The UK GDPR definition of Personal Data also includes individuals “who can be indirectly identified from that information in combination with other information”. Therefore, the Parties should consider whether the sharing of de-identified information would result in that information becoming Personal Data again if combined with information held by the Receiving Party.
Where anonymised or de-identified information is shared all Parties agree not to attempt to re-identify individuals and not to undo or reverse any pseudonymisation
Where any of the processing may lead to any of the Parties becoming Joint Controllers, the Specific Information Sharing agreement will be supplemented by a Joint Controller Agreement setting out the roles and responsibilities of the Parties, in line with the requirements of Data Protection legislation.
THE AGREEMENT
All Parties agree that any arrangement entered will be governed by the requirements, terms and conditions of the overarching data sharing protocol, inclusive of its Schedules.
All Parties will ensure their organisation’s compliance with all aspects of this overarching data sharing protocol as well as any specific arrangements agreed to by the Parties before the commencement of any data sharing.
All specific requirements will be outlined using the Specific Information Sharing Agreement (SISA) set out in Schedule 1 to this agreement and will not alter or otherwise affect each organisation’s compliance with the requirements of this overarching Data sharing Protocol. Terms defined in Schedule 3 shall apply to this agreement and any SISA.
All Parties are considered a Controller in their own right under current Data Protection legislation and agree to:
hold a valid registration and have paid such fees as are required by the Supervisory Authority which, by the time that the data sharing is expected to commence, covers the intended data sharing, unless an exemption applies.
Appoint a Data Protection Officer, if appropriate, and publish contact details.
All Parties shall appoint a Single Point of Contact (SPoC) who will work together to reach an agreement with regards to any issues arising from the data sharing and to actively improve the effectiveness of the data sharing protocol.


THE PRINCIPLES OF THE GISPA
All Parties shall comply at all times with all applicable laws and regulations relating to processing of personal data and privacy in effect in the UK, including where applicable the guidance and codes of practice issued by the Information Commissioner, the Department of Health and other relevant bodies and shall not perform its obligations under this Agreement in such a way as to cause any other Party to this Agreement to breach any of its obligations under such applicable laws, regulations or guidance.
All Parties will use the same degree of care as it uses to protect its own strictly confidential information, which is processed under current data protection legislation, to maintain the data in strict confidence.
All Parties shall not make any use of, or otherwise process, the data and information received other than for the agreed purpose(s) defined in Schedule 1 and shall not attempt to re-identify individuals where data has been anonymised or de-identified or undo or reverse any pseudonymisation used.
All Parties shall restrict access to the data and information received solely to its staff members and/or the staff members of any authorised third-Party organisation, who need to have such access to carry out the agreed purpose(s).
All Parties are responsible for ensuring the accuracy, completeness, and validity of the data.
All Parties will use its reasonable endeavours to ensure that appropriate security and confidentiality procedures are in place to protect the transfer and use of the Personal Data by:
Complying with any organisations specific data security requirements such as the Data Security and Protection Toolkit (DSPT), management of police information (MoPI) or as agreed by the Parties in the appendix of the Specific Information Sharing Agreement (Schedule 1) and adhering to robust information governance management and accountability arrangements, including effective security event reporting and management; and
Complying with any relevant assessment, reporting and audit requirements relevant to its organisation type as agreed by the Parties in the appendix of the Specific Information Sharing Agreement (Schedule 1). Third Parties shall internally audit their compliance annually and report on such audits to the Data Discloser.
DATA SUBJECT RIGHTS
All Parties will comply with the rights of the Data Subject in a fair and consistent manner and in accordance with any specific legislative requirements, regulations or guidance.
All Parties must ensure that they have appropriate policies and procedures in place to facilitate both the protection and the exercising of Data Subject rights.
All Parties must be transparent and inform Data Subjects of the intended processing and their applicable rights.
The Parties each agree to provide assistance, as is reasonably required, to enable other Parties to comply with requests from Data Subjects to exercise their rights under the Data Protection Legislation within the time limits imposed by Data Protection Legislation.
All Parties are responsible for maintaining a record of individual requests for information, the decisions made and any information that was exchanged. Records must include copies of the request for information, details of the data accessed and shared and, where relevant, notes of any meeting, correspondence or phone calls relating to the request.
FREEDOM OF INFORMATION ACT
This  overarching data sharing protocol should be disclosed under the Freedom of Information Act and should become part of your Publication Scheme.
Where Parties and/or their partners are not bound by this legislation consideration should still be given to referencing this information on their website.
SECURITY AND TRAINING
Without prejudice to the Parties’ other obligations in respect of information security, the Parties agree to have in place throughout the term of their participation appropriate technical and organisational security measures as set out in Schedule 2 to;
Prevent:
unauthorised or unlawful processing of any shared Personal Data: and/or
The accidental loss or destruction of, or damage to, the Shared Personal Data
Ensure a level of security appropriate to:
The harm that might result from such unauthorised or unlawful processing or accidental loss, destruction, or damage; and/or
The nature of the Shared Personal Data to be protected
It is the responsibility of each Party to ensure that its staff members are appropriately trained to handle and process the Shared Personal Data in accordance with the organisational and technical security measures set out in Schedule 2 together with any other applicable national data protection laws and guidance and have entered into an employment contract inclusive of confidentiality clauses for the Processing of Personal Data.
The level, content and regularity of training shall be proportionate to the Parties’ staff, agency workers, volunteers and others working on their behalf, including their partners, agents, and sub-contractors’ role.
PERSONAL DATA BREACHES AND REPORTING PROCEDURES
The Parties shall each comply with the obligation to report a Personal Data Breach to the appropriate Supervisory Authority and (where applicable) Data Subjects under Article 33 of UK GDPR and shall each inform the other Party/Parties of any Personal Data Breach irrespective of whether there is a requirement to notify any Supervisory Authority or Data Subject(s).
The Parties agree to provide reasonable assistance as is necessary to each other to facilitate the handling of any Personal data Breach in an expeditious and compliant manner.
TRANSFERS
[bookmark: _Ref123902890]Shared Personal Data may only be transferred outside of the UK in compliance with the conditions for transfers set out in Chapter V of the UK GDPR.
The Parties shall not be permitted to transfer Shared Personal Data to a third party unless it is required or allowed by law. The Parties agree to notify any impacted Parties of any such transfers as soon as it becomes aware the transfer is taking place.
If any Party appoints a third-party Processor to process the Shared Personal Data it shall comply with Article 28 and Article 30 of UK GDPR and shall remain liable to the Parties for any acts and/or omissions of the Processor
The identity and any processing activities of any third-party Processor(s) shall be identified in the Specific Information Sharing Agreement (Schedule 1)
LIABILITY
No Party excludes or limits liability to the other Party(ies) for:
fraud or fraudulent misrepresentation.
death or personal injury caused by negligence.
a breach of any obligations implied by section 12 of the Sale of Goods Act 1979 or section 2 of the Supply of Goods and Services Act 1982; or
any matter for which it would be unlawful for the Parties to exclude liability.
 Subject to clause 10.1, no Party shall in any circumstances be liable whether in contract, tort (including for negligence and breach of statutory duty howsoever arising), misrepresentation (whether innocent or negligent), restitution or otherwise, for:
any loss (whether direct or indirect) of profits, business, business opportunities, revenue, turnover, reputation, or goodwill.
loss (whether direct or indirect) of anticipated savings or wasted expenditure (including management time); or
any loss or liability (whether direct or indirect) under or in relation to any other contract.
DISPUTE RESOLUTION (DATA SUBJECTS & SUPERVISORY AUTHORITY)
In the event of a claim or dispute brought by a Data Subject or the Supervisory Authority concerning the Processing of Shared Personal Data against any Party, the Parties will inform each other about any such disputes or claims and will cooperate with a view to settling them amicably in a timely fashion.
The Parties agree to respond to any generally available non-binding mediation procedure initiated by a Data Subject or by the Supervisory Authority. If participating in proceedings, the Parties may elect to do so remotely (such as by telephone or other electronic means). The Parties also agree to consider participating in any other arbitration, mediation or other dispute resolution proceedings developed for data protection disputes.
THIRD PARTY RIGHTS
A person who is not a Party to this Agreement shall not have any rights under the Contracts (Rights of Third Parties) Act 1999 to enforce any term of this Agreement. This does not affect any right or remedy of a third Party which exists, or is available, apart from that Act.
No one other than a Party to this Agreement, their successors and permitted assignees, shall have any right to enforce any of its terms.
SEVERANCE
[bookmark: _Ref123895156]If any provision or part-provision of this Agreement is or becomes invalid, illegal or unenforceable, it shall be deemed deleted, but that shall not affect the validity and enforceability of the rest of this Agreement.
If any provision or part-provision of this Agreement is deemed deleted under clause 13.1, the Parties shall negotiate in good faith to agree a replacement provision that, to the greatest extent possible, achieves the intended result of the original provision.
NO PARTNERSHIP OR AGENCY
Nothing in this Agreement is intended to, or shall be deemed to, establish any partnership or joint venture between any of the Parties, constitute any Party the agent of another Party, or authorise any Party to make or enter into any commitments for or on behalf of any other Party.
Each Party confirms it is acting on its own behalf and not for the benefit of any other person.


REVIEW
This overarching data sharing protocol will be reviewed by the Gloucestershire Information Governance Group at least every 3 years unless it is required to do so following changes to Data Protection legislation.
DOCUMENT INFORMATION
	Document owner:
	Gloucestershire Information Governance Group (GIGG)

	Next major review date: 
	August 2026

	Version:
	5.1

	Summary of changes:
	Major review of core framework to cover legal requirements and standard clauses; dispute resolution, third Party rights and severance.
Removed reference to professional standards and specific accreditations
Major review of SISA to include legal requirements and mechanics of sharing
Included appendix within the SISA for information and processing restrictions and baseline organisational and technical measures

Minor Review of overarching framework and major review of Schedule 1 (August 2024):

Revised grammar and punctuation.
Requirement to include names of third-Party Processors in Schedule 1

Changes to Schedule 1 to include:
Explicit transparency obligations
Addition of commencement date and end date
Addition of compliance with Common Law Duty of Confidentiality and Human Rights Act
Updates to Clause 7 to reflect obligations on all Parties rather than Data Receiver 
Addition of rectification of inaccurate data responsibilities
Update to Section 10 to require additional documentation 






SCHEDULE 1 - GLOUCESTERSHIRE SPECIFIC INFORMATION SHARING AGREEMENT
Introduction
The Specific Information Sharing Agreement (SISA) is used to outline the specific requirements of the data sharing arrangements under the overarching data sharing protocol known as the Gloucestershire Information Sharing Partnership Agreement. 
This Specific Information Sharing Agreement and the organisations involved will be bound to all requirements, Terms and Conditions of the overarching data sharing protocol for the duration of this agreement.
All parties involved must have registered their commitment to the principles and agreed to the terms and Conditions of the overarching data sharing protocol in writing by completing the Appendix and returning it to DPO@gloucestershire.gov.uk 

	Commencement Date:
	End Date: 

	
	



1. Parties to this Agreement
{Insert organisation Name} whose registered office is at {Insert address} 
{Insert organisation Name} whose registered office is at {Insert address} 
(add more rows as required)
(Each one ‘a Party’ or together ‘the Parties’)
2. Agreed Purpose
2.1 This Specific Information Sharing Agreement (SISA) sets out the details for the sharing of Personal Data when one Controller (Data Discloser) discloses Personal Data to another Controller (the Data Receiver). This is used in conjunction with the overarching data sharing protocol (GISPA) that defines the principles and procedures that the Parties shall adhere to and the responsibilities the parties owe to each other.
2.2 The Parties consider this data sharing necessary to fulfil their responsibilities to {project name/appropriate guidance or legislation}
2.3 The Parties agree to only Process Shared Personal Data, as described in clause 3.1, clause 3.2 and the Appendix for the following purposes:
a) (Insert purposes)
2.4 The Parties shall not Process Shared Personal Data in a way that is incompatible with the purposes described in this clause 2 (Agreed Purpose). Where shared Personal Data has been de-identified or pseudonymised the Parties shall not attempt to re-identify individuals or undo or reverse any pseudonymisation.
2.5 It may in some circumstances occur that the Data Receiver transfers its Personal Data to the Data Discloser in which case the terms of this Agreement shall apply as if, in relation to such Personal Data, the Data Receiver were the data discloser, and the Data Discloser were the data receiver.
3. Shared Personal Data
3.1 The following types of Personal Data will be shared between the Parties during the Term of this Agreement:
a) [Insert personal data]
3.2 The following types of Special Categories of Personal Data will be shared between the Parties during the Term of this agreement:
a) [Insert special category data]
3.3 Further detail on the Shared Personal Data as described in clause 3.1, and clause 3.2 is set out in the Appendix together with any access and processing restrictions as agreed and established by the Parties.
3.4 The Shared Personal Data must not be irrelevant or excessive with regard to the Agreed Purposes.
4. Lawfulness and Transparency of Processing
4.1 Each Party shall ensure that it processes the Shared Personal Data fairly, transparently, and lawfully during the Term of this Agreement
4.2 Each Party agrees that the legitimate grounds under the Data Protection Legislation for the processing of Shared Personal Data are:
4.2.1 Article 6 – Processing of Personal Data [Delete as appropriate]
a) the Data Subject has given consent to the processing of their Personal Data
b) processing is necessary for the performance of a contract to which the Data Subject is party or in order to take steps at the request of the Data Subject prior to entering into a contract;
c) processing is necessary for compliance with a legal obligation to which the Controller is subject;
d) processing is necessary in order to protect the vital interests of the Data Subject or of another natural person;
e) processing is necessary for the performance of a task carried out in the public interest or in the exercise of official authority vested in the Controller
f) processing is necessary for the purposes of the legitimate interests pursued by the Controller or by a third party, except where such interests are overridden by the interests or fundamental rights and freedoms of the Data Subject which require protection of Personal Data, in particular where the Data Subject is a child
4.2.2 Article 9 – Processing of Special Category Data [Delete as appropriate]
a) the Data Subject has given explicit consent 
b) processing is necessary for the purposes of carrying out the obligations and exercising specific rights of the Controller or of the Data Subject in the field of employment and social security and social protection law in so far as it is authorised by UK law 
c) processing is necessary to protect the vital interests of the Data Subject or of another natural person where the Data Subject is physically or legally incapable of giving consent;
d) processing is carried out in the course of its legitimate activities with appropriate safeguards by a foundation, association or any other not-for-profit body with a political, philosophical, religious or trade union aim and on condition that the processing relates solely to the members or to former members of the body or to persons who have regular contact with it in connection with its purposes and that the Personal Data are not disclosed outside that body without the consent of the Data Subjects
e) processing relates to Personal Data which are manifestly made public by the Data Subject;
f) processing is necessary for the establishment, exercise or defence of legal claims or whenever courts are acting in their judicial capacity;
g) Processing is necessary for reasons of substantial public interest
h) processing is necessary for the purposes of preventive or occupational medicine, for the assessment of the working capacity of the employee, medical diagnosis, the provision of health or social care or treatment or the management of health or social care systems and services 
i) processing is necessary for reasons of public interest in the area of public health, such as protecting against serious cross-border threats to health or ensuring high standards of quality and safety of health care and of medicinal products or medical devices, 
j) processing is necessary for archiving purposes in the public interest, scientific or historical research purposes or statistical purposes in accordance with Article 89(1) 
4.2.3 Article 10 Processing of Personal Data relating to criminal convictions and offences [If no Criminal Conviction Data - delete as appropriate] 
a) processing shall be carried out under the control of Official Authority or when the processing is authorised by UK law and the appropriate safeguards are in place. (See Schedule 1 DPA) 
4.2.4 Data Protection Act 2018 - Schedule 1 DPA conditions [Please note: if you are processing Special Category Information or criminal convictions or offence personal data you will need to identify the appropriate condition in Schedule 1 DPA 18 that allows you to do this. Please include all relevant conditions here]
a) [Enter conditions here]
4.2.5 Data protection Act 2018, Exemptions from the UK GDPR - Schedule 2,3,4 [Please note: if you wish to apply exemptions to the processing under the Data Protection Act 2018. Please include all relevant details here otherwise please delete this section – Delete as appropriate]
a) [Enter exemptions here]
4.2.6 The NHS National Data Opt-Out does / does not apply to the agreed sharing of data [Delete as appropriate]
4.2.7 Law Enforcement Processing - Part 3 DPA 2018 [Delete as appropriate]
a) [Please state which party to the agreement is a Competent Authority under Part 3 DPA 2018 and is processing the Shared Personal Data under Part 3.] 
4.2.8 Compliance with Common Law Duty of Confidentiality [Delete as appropriate]
a) Consent [please also explain if this is implied or explicit]
b) Statutory Gateway [please explain which Statutory Gateway is being used and how this sets aside the Common Law Duty of Confidentiality]
4.2.9 Human Rights Act - Right to Privacy [Delete as appropriate]
a) [If interference with Human Right to Privacy, please explain how it is necessary and proportionate to interfere and how this outweighs Article 8]
4.3 The Parties agree that the data shall be processed fairly and transparently by [Delete as appropriate]:
a) Providing an up to date Privacy Policy/Privacy Notice to Data Subjects [link to appendix]
b) Signage/Information Leaflets provided to Data Subjects [link to appendix]
c) Other [please specify and append]
5. Data Quality
5.1 The Data Discloser shall take all reasonable steps to ensure that before the Commencement Date, Shared Personal Data are accurate and that it has appropriate internal procedures in place for the Data Receiver to sample Shared Personal Data prior to the Commencement Date and it will update the same if required prior to transferring the Shared Personal Data.
5.2 Shared Personal Data must be limited to the Personal Data described in clause 3.1 and clause 3.2 and the Appendix of this Agreement.
6. Data Retention and Deletion
6.1 The Data Receiver shall not retain or process Shared Personal Data for longer than is necessary to carry out the Agreed Purposes.
6.2 Notwithstanding clause 4.1, Parties shall continue to retain Shared Personal Data in accordance with any statutory or professional retention periods applicable in their respective areas of work and profession.
6.3 The Data Receiver shall ensure that any Shared Personal Data are returned to the Data Discloser or securely destroyed in the following circumstances:
a) on termination of the Agreement;
b) at the Agreement End Date as stated in the Introduction of the Agreement;
c) once processing of the Shared Personal Data is no longer necessary for the purposes it was originally shared for, as set out in clause 2.3.
7. Notification of Data Subject Requests and Personal Data Breaches and Rectification of Data Inaccuracies 
7.1 Where one of the Parties receives a request from any Data Subject to exercise any of their rights under the Data Protection Legislation in relation to the Shared Personal Data provided to it another Party, the Receiver of that request shall:
7.1.1 promptly, and in any event within five (5) working days of receipt of the request, inform the Disclosing Party that it has received a request and shall forward such request or correspondence to the Disclosing Party; and
7.1.2 provide any information and/or assistance as reasonably requested by the Disclosing Party in respect of the request, to help it respond to the request in the timeframes specified by Data Protection Legislation.
7.2 The Parties shall promptly notify one another upon becoming aware of any Personal Data Breach relating to the Shared Personal Data and shall: 
7.2.1 do all such things as reasonably necessary to assist in mitigating the effects of the Personal Data Breach on the other Party/Parties and to the Data Subject; 
7.2.2 implement any measures necessary to restore the security of any compromised Shared Personal Data; 
7.2.3 work collaboratively to make any required notifications to the Information Commissioner’s Office and affected Data Subjects in accordance with the Data Protection Legislation (including the timeframes set out therein); and
7.2.4 not do anything which may damage the reputation of the Parties or their relationships with the relevant Data Subjects, save as required by Law. 
7.3 Where a Party identifies that Shared Personal Data is inaccurate, whether this takes place by the Disclosing Party after Sharing, or by the Receiving Party on receipt, the Parties shall notify the Data Discloser or Data Receiver respectively as soon as possible but no later than 3 working days after identification and;
7.3.1 work collaboratively to rectify the inaccurate data and establish any impact to the processing activities or the rights and freedoms of the concerned Data Subjects;
7.3.2 work collaboratively to assess the risks associated with the inaccurate data and assist the other Party in identifying this;
7.3.3 the Discloser of the inaccurate data shall identify where the inaccuracy originated and take the necessary action to prevent future occurrences. 
8. Variation
8.1 No variation of this Agreement shall be effective unless it is in writing and signed by the Parties (or their authorised representatives). 
9. Review
9.1 The parties shall review the effectiveness of this data sharing initiative every [insert time frame], having consideration to the aims and purposes set out in clause 2.2 and clause 2.3. The Parties shall continue, amend, or terminate the Agreement depending on the outcome of this review.
9.2 The review of the effectiveness of the data sharing initiative will involve:
a) assessing whether the purposes for which the Shared Personal Data is being processed are still the ones listed in this Agreement;
b) assessing whether the Shared Personal Data is still as listed in clause 3.1 and clause 3.2 of this Agreement;
c) assessing whether the legal framework governing data quality, retention, and Data Subjects' rights are being complied with; and
d) assessing whether Personal Data Breaches involving the Shared Personal Data have been handled in accordance with this Agreement and the applicable legal framework.
9.3 If the Constabulary are party to this agreement to satisfy MOPI requirements this agreement will be reviewed annually.
10. Supplementary Documents
10.1 This agreement is to be supplemented by the following supporting documents, [Delete optional documents as appropriate]
a) [required] Information Transfer Procedure, including detailed security arrangements
b) [required for Joint Controller Agreement] Roles and Responsibilities of Joint Controllers
c) [required] Information Flow Map
d) [required] Information for Subjects including signs, Leaflets, Privacy Notice Clauses 
e) [required] Approved Processors/Sub-Processors
f) [optional] Information Risk Assessment
g) [optional] Data Protection Privacy Impact Assessment
h) [optional] Retention Schedule entries applicable to the processing

11. Point of Contact for Each Party
	
	Name
	Role 
	Contact Details

	Party 1 -
(This will be the person who is the lead for the agreement.)  
	


	
	


	Party 2 -
	
	
	

	Party 3 -
	
	
	


Signatories
	
	Name
	Role 
	Signature
	Date

	Party 1 -
	
	
	
	

	Party 2 -
	
	
	
	

	Party 3 -
	
	
	
	


12. Document Information 
	Document owner:
	Named point of contact for Party 1, detailed in section 9.

	Next review date: 
	

	Version:
	

	Summary of changes:
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Appendix – Additional information on Shared Personal Data and agreed Processing Restrictions




























Schedule 2 – Appropriate Organisational and technical security measures
The Parties shall implement and maintain security standards, facilities, controls, and procedures appropriate to the nature of the Shared Personal Data held by it and the harm that would be caused by its loss or disclosure including a comprehensive and up-to-date data protection policy. The Parties shall ensure that all their personnel who have access to the Shared Personal Data shall comply with the obligations upon them contained in the data protection policy.
Each Party shall ensure:
that it has properly configured access rights for its personnel including a well-defined joiners and leavers process to ensure access rights to the Shared Personal Data are properly managed;
that it has proper controls in place to make sure that complex alphanumeric passwords are required for access to the Shared Personal Data and that training is provided in relation to the need to keep such passwords secure;
it has in place procedures to identify wrongful use of Shared Personal Data, including the monitoring of wrongful access to Shared Personal Data;
suitable and effective authentication processes are established and used to protect Shared Personal Data;
Shared Personal Data is backed up on a regular basis and that all back up data is subject to such vigorous security procedures as are necessary in order to protect data integrity, such security measures being commensurate to the nature of the data. The Parties shall take particular care when transporting backup data and other personal data and shall ensure such backup data and other personal data is transported in a safe and secure manner;
Shared Personal Data transferred electronically is encrypted;
information stored on laptops or other portable media is encrypted and that the Parties maintains an accurate, up to date asset register, including all such portable media used to process the Shared Personal Data;
that suitable physical security measures are established commensurate to the harm that could result from the unlawful disclosure of the Shared Personal Data. Such physical security measures shall be as identified in the Parties data protection policy;
without prejudice to the Parties obligations in relation to the disposal of Shared Personal Data, all Shared Personal Data which is disposed of must be disposed of pursuant to the Parties policy for the disposal of Personal Data identified in the data protection policy, including the disposal of assets containing Shared Personal Data, a copy of which policy shall be provided, on request, to the other Party; and
the Parties establishes and maintains adequate data security compliance policies and audits its use of Personal Data in compliance with its data security policies on a regular basis and in any event annually.


SCHEDULE 3 – DEFINITIONS AND OFFENCES
Personal data
Is any information relating to an identified or identifiable natural person (‘Data Subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person
Special Categories of Personal Data
• race
• ethnic origin
• politics
• religion
• trade union membership
• genetics
• biometrics (when used for ID purposes)
• health
• sex life
• sexual orientation
The terms Controller, Processor, Processing, Data Subject, Joint Controller and Personal Data Breach have the meaning set out in the UK GDPR and the Data Protection Act 2018
Offences under the DPA 2018
Section 119: Obstructing the Commissioner in inspecting personal data to discharge an international obligation
The Commissioner may inspect Personal Ddata where the inspection is necessary in order to discharge an international obligation of the United Kingdom, subject to the restriction in subsection (2). Section 119 (6) states that it is an offence (a)intentionally to obstruct a person exercising the power under subsection (1), or (b)to fail without reasonable excuse to give a person exercising that power any assistance the person may reasonably require.
Section 132: Prohibition placed upon the Commissioner, or the Commissioner’s staff against disclosing information obtained in the course of their role (which is not available to the public
By former or current ICO staff who disclose data obtained during the course of their duties, it is an offence for a person knowingly or recklessly to disclose information.
Section 144: False statement made in response to an information notice
It is an offence for a person, in response to information notice from the Commissioner, to make or recklessly make, a statement which they know to be false in a material respect.
Section 148: Destroying or falsifying information and documents etc
Under Section 148 (2) (a) it is an offence for a person to destroy or otherwise dispose of, conceal, block or (where relevant) falsify all or part of the information, document, equipment, or material. Section 148 (2) (b) makes to cause or permit the actions set pout in the previous subsection.
Section 170: Unlawful obtaining etc of personal data
It is an offence to knowingly or recklessly obtaining, disclosing, or procuring personal data without the consent of the data Controller, and the sale or offering for sale of that data.
Section 171: Re-identification of de-identified personal data
Section (5) states that it is an offence for a person knowingly or recklessly to process personal data that is information that has been re-identified.
Section 173: Alteration etc of personal data to prevent disclosure to Data Subject
Section 173 (3) makes it a criminal offence for organisations (persons listed in Section 173 (4)) to alter, deface, block, erase, destroy or conceal information with the intention of preventing disclosure.
Section 184: Prohibition of requirement to produce relevant records
Section 184 (1) makes it an offence for a person to require another to provide them with or give them access to a relevant record linked to the employment, continued employment of one of their employees or a contract for the provisions of services to them. Section 184 (2) makes it an offence for a person to require another to provide them with or access to a relevant record if the requestor is involved in the provision of goods, facilities, or services to the public or the requirement is a condition of providing or offering to provide goods, facilities, or services to the other person or a third Party.
Schedule 15, Paragraph 15. Powers of Entry and Inspection
It is an offence under paragraph 15 (1) for a person to intentionally obstruct a person in the execution of a warrant issued under this Schedule or to fail without reasonable excuse to give a person executing the warrant such assistance as may be required. Under paragraph 15 (2) it is an offence for a person to make a statement in response to a requirement under paragraph 5(2(c) or (d) or 3(c) or (d) which the person knows to be false in a material respect or recklessly make such a statement.
There are no custodial sentences in respect of offences under DPA 2018 and no powers of arrest; all offences are punishable only by a fine


DECLARATION OF ACCEPTANCE AND PARTICIPATION FORM
Gloucestershire Information Sharing Partnership Agreement
As an appropriate person on behalf of your organisation, you are signing this Agreement and committing it to:
· All of the requirements, terms and conditions of the Gloucestershire Information Sharing Partnership Agreement overarching data sharing protocol, and its Schedules. 
· Implement such processes as required to be able to meet the requirements, terms and conditions of the Gloucestershire Information Sharing Partnership Agreement overarching data sharing protocol, and its Schedules.  
By signing the Agreement you agree to:
· Your organisations information to be published on Gloucestershire County Councils website
Please return a completed copy of this form to the Information Management Service, Gloucestershire County Council at DPO@gloucestershire.gov.uk  

I confirm my organisation is a signatory to the Gloucestershire Information Sharing Partnership Agreement V5:
	Signature:
	

	Name:
	

	Position/Title:
	

	Organisation Name:
	

	Date:	
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